An increasing number of older adults are being affected by scams that can lead to the compromise and misuse of their personal details. Previous research has investigated factors that increase the likelihood of falling victim to identity compromise and misuse; less is known about the non-financial impacts that result from the event or about the factors that influence these impacts. The aims of this study are to describe the identity compromise events experienced by older adults, and explore the non-financial impacts (i.e. behavioural, physiological, emotional and psychological), and external factors that might influence these impacts. The study used data collected by an identity compromise and misuse support service in Australia. The manner of compromise/misuse, the type and number of credentials involved, and the organisations/agencies that were contacted for advice following the event, were recorded. It was found that most events had an online element, were detected by the victim, and involved multiple identity credentials. Participants experienced a variety of behavioural, physiological, emotional and/or psychological impacts. More impacts were experienced where the event had an online element, where more credentials were compromised and where more points of contact were made to reach comprehensive advice. Misuse was not a contributory factor to the impacts experienced. Implications for further research are discussed.
Introduction
Identity compromise and misuse continues to cause individuals financial and non-financial impact (Newman & McNally, 2005) . Research has investigated strategies and methods for detecting identity compromise and misuse events, and has assessed the effectiveness of such approaches (Jenab & Moslehpour, 2016; Shah, Ahmed & Soomro, 2016) . Researchers have explored the demographic factors (Anderson, 2006; Harrell, 2015) and personality traits (Holtfreter, Reisig, Pratt & Holtfreter, 2015) that increase the likelihood of succumbing to identity compromise. Society has sought to overcome the issue through technical and educational solutions, and financial reimbursement of loss (Australian Payments Clearing Association, 2016) .
Though important, financial reimbursement of the victim is not considered a holistic solution as the impacts of identity compromise and misuse are considerably wider, ranging from financial loss to physical, social, emotional and psychological issues (Benibo, Chambers & Thorne, 2016; Button, Lewis & Tapley, 2009a; 2009b; 2012; Cross, 2012; Golladay & Holtfreter, 2017 ; Identity Theft Resource Centre [ITRC], 2016; Sharp, Shreve-Neiger, Fremouw, Kane & Hutton, 2004) . Although financial impacts may be relatively small, many victims experience impacts that negatively affect their general well-being (Attorney-General's Department [AGD], 2016) . Physical, behavioural, emotional and psychological impacts may also vary in intensity; victims have reported a variety of levels of severity for each of these impacts (Button, Lewis & Tapley, 2009b) . Understanding the impacts resulting from events where the amount of financial loss is not the overriding factor may provide the basis for researchers and practitioners to develop better tailored solutions.
As a society we are obliged to consider the well-being of an individual whose identity has been compromised and find means to address the non-financial impacts. Identity compromise and misuse has been found to corrode faith (Australian Crime Commission [ACC] , 2013) and allow fear to permeate through an individual's life (Anderson, 2006) to a point where victims may experience years of emotional distress (Schmitz, 2008) . Furthermore it compromises trust and reduces confidence in the internet (Australian Communications and Media Authority [ACMA] , 2009), a medium which has been demonstrated to improve the quality of life and health and wellbeing of older adults (Hasan & Linger, 2016; Shillair, Rikard, Cotton & Tsai, 2015; Sum, Mathews, Pourghasem & Hughes, 2009) . Additionally, if the faith that older people have in online transactions (both financial and non-financial) can be restored and extended, government and institutional services may save money with online solutions (Griffiths et al., 2017) . This may enhance health and well-being through better interventions whilst providing significant savings for taxpayers and the nation. Therefore it is important to increase understanding of the antecedents of the impacts that victims' experience enabling the construction of better support frameworks to assist older adults to cope with an event. The aim of this study is to explore and understand the non-financial impacts of identity compromise and misuse, and the influences that might shape the impacts experienced by adults aged 65 years and older.
Background and Theoretical Basis

Identity Compromise and Misuse affecting older adults
It is recognised that the methods criminals use to achieve identity compromise are diverse and are constantly evolving (AGD, 2016) .
Reports published in Australia and internationally show that increasing numbers of older adults are falling victim to identity compromise and misuse. For example, a survey undertaken in Australia in 2014/15 revealed that compared to 2010/11 more Australians, aged 55 and over, were exposed to at least one scam (57% and 33% respectively) (Australian Bureau of Statistics [ABS], 2016a). It was also reported that credit card fraud in this age group increased to an estimated four percent of the population (ABS, 2016a). In the UK, between 2014 and 2015, the number of identity compromise and misuse victims aged over 60 increased by 52 percent (Cifas, 2016) . In the US, an increasing number of older adults are reported to be falling victim to identity compromise and misuse; almost half a million more adults aged over 65, were victims of identity compromise and misuse in 2014 than in 2012 (Harrell, 2015) . Although research has reported that some victims are able to overcome the experience and return to their normal life pattern relatively quickly (Benibo et al., 2016; Turville, Yearwood & Miller, 2010) , others are devastated by the experience (Button, Lewis & Tapley, 2012a; ITRC, 2016; Cross, Richards & Smith, 2016) to the extent that there are a few reported cases of victims committing suicide (Cross, Smith & Richards, 2014) .
Impacts of identity compromise on the wellbeing of the victim
Research has reported a range of physical impacts with detrimental consequences to health, such as insomnia, heart palpitations and loss of appetite (Cross et al., 2016; ITRC, 2016; Sharp et al., 2004) . Previous studies report that the majority of the participants experience intense emotional and psychological impacts (ITRC, 2016) with participants describing that they had experienced a combination of emotions (Cross et al., 2016) . The range of emotional and psychological impacts include but are not limited to anger, embarrassment, guilt, humiliation, paranoia, stress and worry (Cross et al., 2016; ITRC, 2016; Sharp et al., 2004) . In turn, each of these emotional and psychological impacts may lead to further emotional states and behavioural actions as the victim attempts to cope with the circumstance they find themselves in (Cross et al., 2016) .
Previously it has been reported that victims of online fraud change their behaviour (Smith & Hutchings, 2014; Turville et al., 2010) and may be less prepared to use online environments (Button et al., 2009a; Hille, Walsh, Brach & Dose, 2011) . Other behavioural changes, such as becoming more cautious, have also been noted (ABS, 2016b; Button et al., 2009b) . Though these impacts are varied it should be noted that the true range of impacts may not be understood as research acknowledges that victims do not always report to a central authority the fact that they have experienced identity fraud (Benibo et al., 2016; Smith, 2008) . Further, what influences the impacts that individuals experience is unclear and there is no specific research on this with regard to older adults.
Theoretical basis
Technology Threat Avoidance Theory (TTAT) (Liang & Xue, 2009) suggests that when individuals perceive a malicious threat in information technology and believe that the threat is avoidable they are motivated to use problem focused coping measures. If they believe the threat is not completely avoidable emotion focused coping mechanisms will be initiated. TTAT proposes that threat perception is greater where perceived susceptibility to a threat and belief in the severity of the threat is increased. Furthermore the perception of threat is proposed as the motivating factor in commencing avoidance behaviour (Liang & Xue, 2009 ). Liang and Xue (2009) posit that threat avoidance is instigated with a coping appraisal process which has three antecedents; perceived effectiveness, perceived costs, and self-efficacy. TTAT proposes that these antecedents influence the perception of the avoidability of a threat. The theory suggests that where an information technology threat is apparent individuals will be motivated to protect themselves by undertaking a safeguarding action and/or performing emotion-focused coping. The adoption of a problem focussed coping strategy through the action of taking a safeguarding measure is more likely when an individual feels in control of the situation. Emotion focused coping strategies are more likely to be adopted where individuals feel they have less situational control (Liang & Xue, 2009 ). Indeed, coping theories such as Protection Motivation Theory (Rogers, 1975) 
Hypotheses development
The perceived severity of a situation is seen as a critical determinant of protective behaviour (Boss, Galletta, Lowry, Moody & Polak, 2015; Witte, 1992) . In a situation where an individual's identity has been compromised/misused, perceived severity has been seen as an individual's subjective assessment of the damage caused by the fraudulent use of that information (Li, Yazdanmehr, Wang & Rao, 2018) . The environment in which an identity compromise and misuse event occurs may be a factor that influences that subjective assessment. Indeed, there are fundamental differences between identity compromise events that occur in online and offline environments. For example, individuals who experience identity compromise in an offline environment, such as the physical theft of a purse or wallet, may quickly become aware of the loss and therefore recognise the risk to their identity credentials. Where the event occurs online the individual may not know that a compromise has occurred for some period of time afterwards (Reyns & Randa, 2017) and in the case of romance scams they may be in denial that any compromise has occurred (Whitty & Buchanan, 2016) . Additionally, in such cases the credentials that have been compromised may be unknown and difficult to assess adding another layer of complexity to the event and reducing the amount of control a victim has over the unfolding situation. It has been suggested that fear of the unknown may be a causal factor of anxiety and the tipping point for experiencing psychological response (Carleton, 2016) . Any loss of control felt by an individual may make the difference between an individual adopting a problem focussed coping strategy and an emotion focussed coping strategy where more impacts are likely to be experienced. Therefore we hypothesise:
H1 -Events that have an online element will result in a greater number of impacts being experienced.
It has been reported that there are three main stages of identity compromise and misuse (Turville et al., 2010) . Stage one represents the compromise event where a perpetrator acquires an individual's identity information, stage two is the misuse stage and stage three occurs when the individual becomes aware of the misuse of their identity (Turville et al., 2010) . In some cases the misuse stage may be prevented through intervention, this may result in fear of the unknown being reduced or prevented. As a result individuals may feel more in control of the situation and hence more likely to adopt a problem focused coping strategy. Therefore we hypothesise:
H2 -Fewer impacts will be experienced where misuse of the compromised identity credentials has not occurred.
Previous research has acknowledged that there are many channels for reporting financial loss from fraud (Button, Tapley & Lewis. 2012b; Cross et al., 2016; Smith, 2008) . Loss of identity credentials that do not necessarily have financial implications (e.g. passports and driving licences) have the potential to extend the number of organisations to which the event may need to be reported. This suggests that the greater the number of credentials compromised, the greater the number of organisations that an individual will have to contact to report the issue. Where more organisations have to be contacted it is likely that the time to resolve the issue will be increased. It has been found that the longer it takes a victim to resolve the issue the more likely it is that there will be more impacts of a greater intensity (Benibo et al., 2016; Harrell, 2015; Sharp et al., 2004) , and the perceived severity of victimisation is impacted (Li et , 2018) . Additionally the extent of misuse of personal information has been found to contribute to the self-assessment of severity of victimisation, which was positively correlated with perceived distress (Li et al., 2018) . Furthermore, where more credentials are compromised individuals may feel an increased loss of control of their identity. Therefore, we hypothesise:
H3 -More impacts will be experienced where more credentials have been compromised.
In addition, we also examined whether older adults experience more impacts when they contact a greater number of organisations/agencies in order to reach comprehensive advice. A delay in accessing comprehensive advice may negatively affect feelings of situational control resulting in individuals being less likely to adopt a problem focused coping strategy. We hypothesise:
H4 -More impacts will be experienced when a greater number of points of contact are made to reach comprehensive advice.
By exploring these hypotheses this study will investigate whether there is a relationship between the level of the identity compromise/misuse event and the impacts experienced following the event in a sample of older adults.
Method
Research design
This study used pre-existing data collected by an identity compromise and misuse support service (IDS) from 354 older adults. The aim of the IDS is to support individuals from Australia and New Zealand that experience identity compromise and misuse (www.idcare.org). The IDS is a not-for-profit and registered charity. The study was formally approved, by exemption, by the human research ethics committee of the University of the Sunshine Coast.
Description of data source
The dataset was sourced from the call centre associated with the IDS. The data had been collected and logged by the IDS during telephone calls between the call centre case managers and the individuals who were searching for assistance.
The data was collected when an individual first made contact with the service. Given the nature of the IDS this means that data is collected at a point in time when the individual is still searching for assistance in overcoming the threat to their identity. The data used in this study represents one moment in time and it is important to note that the identity compromise/misuse event may have occurred at a considerably earlier time. Interviews vary in length depending on the nature of the identity compromise/misuse event and are tailored to support the individual. Prior to data collection, the IDS routinely seek, from all individuals, consent to use the data for research purposes.
The data was collected and recorded by experienced case managers, trained in psychology, who used semi-structured telephone interviews to gather information from older adults who contacted the IDS call centre for assistance over an eight month period. For this study older adults are defined as individuals aged 65 years or older.
The interview schedule, designed by the IDS, focussed on the 'journey' the individual had taken in reaching the IDS, other questions were designed to provide greater insight into the event itself (see Appendix 1). Data was recorded in the customer relationship management To ensure anonymity, the interview process recorded very little demographic data other than gender, age range and whether or not the individual's first language was English.
Various questions (see Appendix 1) had predetermined categories of responses from which case managers selected an appropriate response, the predetermined responses were clearly defined resulting in negligible margin for error (see Appendix 2).
Individuals are also asked if they have experienced any impacts following the compromise of their identity, and case managers identify and record the individual's emotional and psychological response to the event (see Appendix 3) using adapted scales. The scales used to measure responses to questions regarding the behavioural, physiological, and emotional and psychological impacts that individuals experience were adapted from counselling theories and approaches. These include passive observations of depression and anxiety indicators including the Depression Anxiety Stress Scales (DASS) (Lovibond & Lovibond, 1995) and the State-Trait Anxiety Inventory (Balsamo et al., 2013) . The details of the adapted scales can be found in Appendix 4.
Sample
All participants were 65 years of age or over; however the IDS does not record specific age data. To be included, participants had to be a resident of Australia and had at least one form of their identity information compromised. Following data collection, the dataset was examined for cases that related to those not resident in Australia (n = 70) and for cases where credential compromise did not occur (n = 12). A total of 82 cases were removed from the data set resulting in 272 Australian cases where at least one form of identity compromise had occurred.
The sample comprised 144 males (52.9%) and 127 females (46.7%). Gender was not recorded for one individual. English was the first language of 265 (97.4%) therefore only 7 (2.6%) were considered to be linguistically diverse.
Data analysis
The interview data was coded into the qualitative data software program, NVivo, allowing responses from open questions and those that did not follow the predetermined scheme to be coded accordingly. Organisational names nominated in response to other questions were analysed and classified into generic categories representing organisational sectors, for example financial institutions, telecommunication organisations etc.
Responses from questions regarding the behavioural, physiological, emotional and psychological impacts were analysed and coded to the following four categories by the first named author: behavioural impacts, physiological impacts, self-reported psychological impacts, and identified psychological and emotional impacts. Coding examples can be found in Table 1. A second analyst undertook an inter-rater coding reliability test on the whole dataset, any differences in coding being resolved through discussion between the analysts. Based on the percentage of analytical agreement a reliability score of 80.6 percent was realised. The
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Effects of misuse of personal details on older people reliability score was calculated by dividing the number of agreements by the total number of times coding was required. This is considered an appropriate way to determine reliability scores with qualitative data and a score above 80 percent is considered to be acceptable (Jentsch & Bowers, 2005 Descriptive statistics were used to describe the data.
Tests of normality indicated that the data was not normally distributed, therefore nonparametric tests were conducted. The Mann-Whitney U test was used to investigate H1 and H2. The Mann-Whitney U test is used to test differences between conditions where nonparametric data has been identified (Field, 2009 ).
To investigate H3 and H4 scatter plots were used to show relationships and trends within the data. To further explore the associations, bivariate correlations using Spearman's Rho were undertaken to identify any significance in the associations. Spearman's Rho is used to test for associations where non-parametric data is present (Field, 2009 ).
Dependent variables
The dependent variables represent self-reported impacts experienced by each participant and impacts identified by case managers. The self-reported impacts variable is a count variable constructed by summing the total number of behavioural, physiological and self-reported psychological impacts reported by participants. Likewise, the identified impacts variable is a count variable and again was constructed by summing the total number of emotional and psychological impacts identified by the case managers.
Predictor variables
The predictor variables represent the factors being investigated, Table 2 details the predictor variables and where each was sourced.
Dependent and predictor variables were coded and calculated by an analyst following which a second analyst undertook an inter-rater coding reliability test, as described in section 3.4, on 20 percent of the dataset. A reliability score of 97.5 percent was realised which was also considered to be acceptable. 
Australasian Journal of Information Systems
Watson, Lacey, Kerr, Salmon & Goode 2019, Vol 23, Research Article Effects
Compromise/Misuse event
The majority of compromise and/or misuse events (76.84%, n=272) contained an element of online activity, in other words either the compromise or the misuse or both occurred online (59.19%, n=161). A further 34.56 percent (n=94) of the events did not have an online element leaving 6.25 percent (n=17) of the participants not knowing how their identity credentials were compromised or misused.
Almost all participants (98.53%, n=268) nominated the way in which they were notified of the issue, the majority (76.10%, n=207) detected the compromise/misuse themselves. A further 7.72 percent (n=21) percent were alerted by family, friends or acquaintances, whilst financial institutions and other businesses/agencies each notified 5.88 percent (n=16) of the participants.
Compromise event
Almost 90 percent of the sample (89.97%, n=242) reported that at least one form of their personal identity credentials had been compromised. The remaining participants (11.03%, n=30) did not consider that their personal details had been compromised even though they reported being subject to events such as data breach incidents, remote access scams or household theft of personal papers.
Of those who were able to report where their credentials were compromised (n=177), almost half (n=79); reported various online situations whilst 55.37 percent (n=98) reported offline situations. Twenty four different sources of compromise were cited of which the top five were telephone phishing (33.90%, n=60), data breach (10.17%, n=18), email phishing (7.91%, n=14), website scams (6.21%, n=11) and household theft (5.65%, n=10).
Misuse event
Participants were asked if they believed their compromised credentials had been misused. Just over half (58.82%, n=160) reported no misuse, however 41.18 percent (n=112) believed misuse had occurred. Of those that believed misuse had occurred 55.36 percent (n=62) reported that the misuse of their information had been successful. A further 14.29 percent (n=16) did not know if the misuse had been successful or not.
Of those that believed misuse had occurred 70.54 percent (n=79) reported that they were aware of between one and six methods of misuse. On average, 1.67 methods of misuse were reported
Points of contact
Of those who could name the organisation they first contacted (n=161) most participants reported that they initially contacted a relevant financial institution (24.85%, n=40). State/territory police (19.88%, n=32) were the second most frequent initial point of contact followed by the Australian tax office (13.66%, n=22).
On average, participants reported that 2.93 points of contact were required to reach comprehensive advice about resuming control of their identity (SD=1.32, n=272). The majority (94.85%, n=258) made multiple points of contact.
Impacts
Overview
Almost three quarters of the participants (74.27%, n=202) self-reported or were identified (by a case manager) as experiencing at least one non-financial impact (behavioural, physiological, emotional and/or psychological). On average, participants who experienced an impact experienced just under three impacts (Mean = 2.86; SD = 2. 08, n=202). Almost a quarter of the participants (23.53%, n=64) experienced impacts of more than one type, reporting or being identified as experiencing a mixture of behavioural, physiological, emotional and psychological impacts.
Impacts reported by participants
Over a third of the participants (35.66%, n=97) reported experiencing at least one impact. Psychological impacts were the most common type of self-reported impact experienced (18.75%, n=51).
Self-reported psychological impacts
Of those that self-reported an impact over half of the participants (52.58%, n=51) reported at least one psychological impact. As shown in Table 3 , the most frequently self-reported psychological impact was an awareness and concern that personal information was in the hands of others (25.49%, n=13).
Self-reported behavioural impacts
Of those that reported an impact, almost half 47.42 percent (n=46) described at least one behavioural impact. The most frequently reported behavioural impact was considering no longer using an online device (19.57%, n=9), as shown in Table 3 .
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Self-reported physiological impacts
Of those that self-reported an impact almost one third of the participants (30.93%, n=30) reported at least one physiological impact. As shown in Table 3 , the most frequently reported physiological impact was a feeling of nausea (73.33%, n=22). 
Impacts identified by case manager
Impacts were identified in 62.50 percent (n=170) of the participants. Emotional impacts were the most common type of identified impact with 58.82 percent of participants (n=160) being affected.
Emotional impacts identified by case manager
Over 90 percent of those identified by case managers as experiencing impacts (94.12%, n=160) were identified as experiencing at least one emotional impact. On average, these participants experienced 1.88 emotional impacts (SD=0.98, n=160). As shown in Table 4 , the most frequently identified emotional impact was stupidity (26.25%, n=42),
Psychological impacts identified by case manager
Over 50 percent of those identified by case managers as experiencing impacts (51.18%, n=87) were identified as experiencing at least one psychological impact. On average, these participants experienced 1.33 psychological impacts (SD=0.68, n=87). As shown in Table 4 , the most frequently identified psychological impact was being watchful and on guard (50.58%, n=44). 
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H1 Events that have an online element will result in a greater number of impacts being experienced
A Mann-Whitney test indicated that the number of self-reported impacts was significantly greater when the compromise and/or misuse of personal information occurred in an online environment (Mdn=0, range = 0-7) rather than an offline environment (Mdn=0, range = 0-5); U = 6439.50, p = .01. However, a Mann-Whitney test indicated that the number of impacts identified by case manager was not significantly greater when the compromise and/or misuse of personal information occurred in an online environment (Mdn=1, range = 0-8) than an offline environment (Mdn=1, range = 0-7), U = 7002.50, p = .15.
H2 fewer impacts will be experienced where misuse of the compromised identity credentials has not occurred
A Mann-Whitney test indicated that the number of self-reported impacts was not significantly fewer when identity credentials were only compromised (Mdn=0, range = 0-5) than where misuse also occurred (Mdn=0, range = 0-7), U = 8939.50, p = .47. Similarly, a Mann-Whitney test indicated that the number of impacts identified by case manager was not fewer when only identity credentials were compromised (Mdn=1, range = 0-7) than where misuse also occurred (Mdn=1, range = 0-8), U = 8009.00, p = .06.
H3 more impacts will be experienced where more credentials have been compromised
As shown on the left hand side of Figure 1 , there was a small to medium significant positive correlation between the number of credentials compromised and the number of self-reported impacts, rs = .21, p <.01. As shown on the right hand side of Figure 1 , there was also a small significant positive correlation between the number of credentials compromised and the number of impacts identified by case manager, rs = .13, p =.03. 4.8 H4 more impacts will be experienced when a greater number of points of contact are made to reach comprehensive advice
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As shown on the left hand side of Figure 2 , there was a small significant positive correlation between the number of points of contact to reach comprehensive advice and the number of self-reported impacts, rs = .16, p <.01, the effect size was small. As shown on the right hand side of Figure 2 , there was also a medium significant positive correlation between the number of points of contact and the number of impacts identified by case manager, rs = .37, p <.01.
Figure 2: Scatter plot graphs for the relationship between the number of points of contacts made to reach comprehensive advice and the number of self-reported and identified impacts
Discussion
The aims of this study were to understand the impacts that older adults experience following identity compromise and misuse, and to build knowledge regarding the factors that influence them by testing the hypotheses detailed in section 2.4.
Approximately three quarters of the participants experienced at least one non-financial impact from falling victim to identity compromise/misuse; the greater percentage experienced more than one impact. Over one third of the participants were able to self-report a non-financial
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Effects of misuse of personal details on older people impact, while two thirds were identified, by a case manager, as experiencing some form of this type of impact. Most detected the compromise and/or misuse of their credentials themselves and almost all connected with multiple points of contact to reach comprehensive advice. Not all knew how their credentials were compromised or misused however the majority involved an online element. Further the majority had multiple credentials compromised and at least one of the credentials was of high value, value being determined by financial worth in illegal online marketplaces (AGD, 2016).
The dataset provided evidence to support H1, the place of compromise and/or misuse (online) affected the number of self-reported impacts that were experienced. However there was no evidence to support H2, the added knowledge of misuse occurring did not increase the number of impacts experienced. A level of support was found for H3, suggesting that where a greater number of credentials are compromised more impacts will be experienced. Further, support was also found for H4 indicating that where more points of contact are made before reaching comprehensive advice more impacts will be experienced.
Main non-financial impacts
Undoubtedly older adults are impacted behaviourally, physiologically, emotionally and psychologically, and many but not all recognise the non-financial impacts they experience. In terms of frequency, emotional and psychological impacts dominated the experiences. Most commonly the experience left older adults more watchful and on-guard with participants being worried for the future and concerned that their personal information was in the hands of others. This suggests that they are aware that whether or not misuse has already occurred there is a potential that it could occur in the future. The reported physical impacts of feeling nauseous and experiencing sleep pattern disruption are likely to be the physiological manifestation of this worry and concern.
Behavioural change
Almost one third of those reporting a behavioural impact either considered stopping or had stopped using their online device. Further, no longer wanting to engage online was the second most identified psychological impact affecting almost 20 percent of the participants. This a concern when the drive is to move organisational contact methods to digital communication, and when research has reported that internet use can enhance older adults' quality of life and general well-being (Hasan & Linger 2016; Shillair et al., 2015; Sum et al., 2009 ).
Influential factors
Identity compromise and misuse events may be multifaceted with regard to many factors. These factors include place of compromise, place of misuse, methods of misuse, credentials involved, and knowledge of how to recover from the event. Notably, victims may not comprehend all of these factors. Research has reported that victims do not always know how compromise of their identity credentials occurs (Roberts, Indermaur & Spiranovic, 2013) . In this study most participants were able to describe how their identity credentials were compromised and/or misused. For this dataset, the online element of the event was significantly related to participants experiencing a greater number of self-reported impacts. However, the fact that compromise had extended to misuse also occurring did not influence the number of impacts experienced.
This study has shown variance in the number of credentials compromised. Potentially, where more credentials are compromised, victims may feel greater confusion in knowing who to
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Watson, Lacey, Kerr, Salmon & Goode 2019, Vol 23, Research Article Effects of misuse of personal details on older people 14 contact and the reporting timescale may be extended by more organisations being involved. Prior research has identified that the amount of time spent resolving any financial impacts is directly related to amount of emotional distress and relationship issues encountered (Harrell, 2015) . The results from this study indicate a link between the impacts experienced and both the number of credentials compromised, and the number of points of contact made to reach comprehensive advice.
The response journey
The response and recovery journey commences at the point of discovery. The study showed that on discovery the participants first contacted an array of different people, organisations or agencies. Financial institutions were the most common first point of contact; this may be because a victim's first thought is to secure their finances and prevent further loss, or because the credential compromised was issued by a financial institution. Other first points of contact include law enforcement agencies and organisations that issue credentials (e.g. passport office) or manage accounts (e.g. telco provider). Whatever the victims' intention, this study corroborates prior research that acknowledges a network of organisations involved in victims' response journeys (Button et al., 2012b; Cross et al., 2016) , and in the identity ecosystem (Watson, Salmon, Lacey & Kerr, 2015) . Research on fraud has shown that having many reporting channels leads to confusion in knowing who to report the crime to (Button et al., 2012b; Smith, 2008; UK Attorney General's Office, 2006) . The people, organisations and agencies that older adults connect with before they reach comprehensive advice are an important link in the recovery process. Research has reported that following identity compromise and misuse, distrust commonly extends to almost everyone that the victim comes into contact with and this is exacerbated when it takes longer to restore their name (Benibo et al., 2016) .
This study has provided confirmatory evidence in support of TTAT. Circumstances where emotional and psychological responses were heightened resulted from instances where there was less situational control. Furthermore, it was found that the theory applied in a context where users had already succumbed to a threat, identity compromise and misuse. Additionally, environmental factors (place, extent of event and length of response journey) have been found to influence the likelihood of users adopting emotional coping strategies, thereby building on TTAT. Future research should take into consideration the role that online environments, number of credentials compromised and length of response journey play in the post event experience of victims, and therefore in the likelihood of victims undertaking safeguarding actions or performing emotion-focused coping. Future research must consider the well-being of individuals whose identity has been compromised.
Future directions
More detailed understanding of the response network would develop greater knowledge of the response journey, highlight opportunities for feedback between stakeholders, and identify other individuals who provide support, such as social support, to the victim. Research has found that social support from family members results in less negative consequences for the victim (Golladay & Holtfreter, 2017) . Greater understanding facilitates the opportunity to inform policy and practice, and thereby bolster support through better interventions.
This study has added to the knowledge-base by reporting on the impacts experienced by older adults and querying links between non-financial impacts and both the journey to seek comprehensive advice, and the diversity of the identity compromise and misuse event. Future research should document the network of people, organisations and agencies that are involved in the response journey of older adults. Given the diversity of identity compromise and misuse events, investigation may be best served by undertaking case studies. Further research could extend across other demographic profiles.
Limitations
The study was limited by the small sample size. Additionally, due to further data limitations, it was not possible to compare results across different age groups. However, the findings are in line with previous multi-age group research which reports that impacts go beyond financial loss, and that there are many avenues for reporting an event. The data was also limited by the small percentage (11.7%) of the participants reporting any behavioural impact. This may be affected by the timing of the data collection as approximately two thirds of this study's cases were collected within seven days of the participant first becoming aware of the event. In that narrow time interval, participants may not have been conscious of behavioural impacts resulting from the event. Future research should investigate behavioural change at a later point in the response and recovery journey.
Conclusion
This study has increased knowledge around the identity compromise and misuse events that are experienced by older adults in Australia. The findings show that events are often diverse in occurrence and outcome. Many of the participants experienced non-financial impacts. These impacts were behavioural, physiological, emotional and/or psychological and it was not uncommon to experience multiple impacts. The findings suggest that when identity compromise and/or misuse occurs in an online environment older adults experience more impacts which may affect their behaviour. Furthermore, the actions that an older adult takes in responding to an identity compromise event appear to affect the non-financial impacts that are experienced. Finally the findings indicate that the number of credentials compromised matters as more impacts were experienced when more credentials were involved.
Appendix 2
Questions with predetermined categories 
Question
